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1. MeTa 0CBITHHOI0 KOMIIOHEHTA
1.1. Mera BuBuenHss OK: ¢dopmyBanHs y 3100yBadiB BHIOI OCBITH
TEOPETUYHUX 3HAHb 1 NPAKTUYHUX HABUYOK IIOAO TNPHUHIUIIB MOOYIOBH,
(GYHKITIOHYBaHHS, a[MIHICTPYBaHHS Ta 3aXHUCTy KOMIT IOTEPHUX MEPEX, a TaKOXK
BUKOPUCTAHHS CYy4YaCHUX I1HTEPHET-TEXHOJIOTIA JJis1 opraHizaiii e(peKTHBHOIO
0oOMIHY JTaHMMH Ta CTBOPEHHS MEPEKEBUX CEPBICIB.

1.2. KommnereHTHOCTI, AKMX Ha0yBawTh 3100yBayi BHIIOI OCBiTH B mpoueci
BuB4eHHsA OK:

InTerpanbna 3MaTHICT PO3B’A3yBaTH CKJIAQJHI CIeliali3oBaHl 3adadi Ta
KOMIIETEHTHICTh npakTuyHi mpobnemu B mpodeciiiHiii ocBiTi, MmO nepeadavae
3aCTOCYBAaHHS IEBHHUX TEOpPiil 1 METOAIB MEeAaroriyHoi HayKu Ta
IHIIMX HAyK BIAMOBIIHO 10 CHeIiami3almii i XapaKTepH3yeThCs
KOMIUICKCHICTIO T2 HCBH3HAYCHICTIO YMOB.

3araabHi K 06. HaBnuku BuKOpHCTaHHS iHQOpMAIIHHUX 1 KOMyHIKAiiHUX
KOMIIETEHTHOCTI TEXHOJIOT1H.

Crneniaabhi (dpaxosi) K 18. 3narnicTs aHamizyBaTH €(QEKTHBHICTH NPOEKTHUX PIIICHB,
KOMIIeTeHTHOCTi MOB’A3aHUX 3 MiA0OPOM, EKCIUIyaTalli€lo, YIOCKOHAJIECHHSM,

MOJICPHI3aII€I0 TEXHOJOTIYHOTO OOJIAHAHHS Ta YCTAaTKyBaHHS
rany3i/chepu BIAMOBIIHO 0 CIEIiai3allii.

K 19. 3patHicTh BHKOPHCTOBYBAaTH BIANOBIAHE IPOTpPaMHE
3a0e3nedyeHHs Uil BUPIICHHS TpodeciiiHMX 3aBaaHb, BiJMOBIIHO
JI0 crieriam3arii.

1.3. Ilporpamsi pe3yjibTaTH HABYAHHS:

IIporpamHi pe3yastatun | [IP 16. 3HaT OCHOBM 1 PO3YMITH NPUHIUNHN (PYHKIIOHYBAHHS
HABYAHHA TEXHOJIOTIYHOTO 00J1a/IHAaHHS Ta YCTaTKYBaHHS ranysi (BiANOBiAHO
JI0 cTietriami3artii).

ITP 18. Po3p’s3yBaTu THUIOBI creniaii3oBaHi 3ajadi, MOB’s3aHi 3
BUOOpOM MarepiasliB, BUKOHAaHHSM HEOOXIJHUX pO3PAXYyHKIB,
KOHCTPYIOBAHHSIM, IPOEKTYBAaHHSAM TEXHIUHHUX OO’€KTIB Yy
MpeIMEeTHIM ramy3i (B1AMOBIIHO 0 cHeriani3arii).

ITP 19. YmiTu 00upatu i 3acTOCOBYBAaTH HEOOXiAHE YCTaTKyBaHHS,
IHCTpyMEHTH Ta METOAM ISl BHPIMICHHS TUIOBUX CKJIAJHUX
3aBaHb y raixysi (BIAMOBIAHO 0 Crieliami3atii).

2. Onuc 0CBITHLOI0 KOMIIOHEHTA
2.1. HaiimeHyBaHHS NNOKa3HUKIB:
2.1.1. KinbKicTh KpeauTiB — 5
2.1.2. 3aranbHa KUIbKICTE TOAUH — 150
2.1.3. Kinbkicte MOAyiB — /
2.1.4. KinbKicTh 3MICTOBUX MOJYJIIB — 2
2.1.5. InguBinyanbHe HAyKOBO-AOCIITHE 3aBIaHHs (HA3Ba) —
2.2. XapaKTepUCTHKA OCBITHHOI0 KOMIIOHEHTA:
2.2.1. ®opMa HaBUaHHS — O4HAa (OeHHA), 3A0UHA.
2.2.2. Craryc OK (000B’s13K0OBUI/CaMOCTIHHOTO BUOOpY) — 0008 ’a3kosuti OK
npoghecitinoi ma npakxmuyHoi nio2omoexu



2.2.3. TlepenymoBu nnsi BuBdeHHs1 OK (mepemik OK, siki maroTh OyTH BUBYEHI
paHiimie, TepesiK padime 3700yTHUX pe3yiabTaTiB HaBuaHHsA) — Berym 1o
CIEIIAJIbHOCTI Ta aKkajeMiuHa 100poUecHICTh, Buila MmaTeMaTuka.

[TP 02. Bonoxaitu iHdopMali€r0 YMHHUX HOPMATHBHO-IIPABOBUX JIOKYMEHTIB,
3aKOHOJABCTBA, Tally3eBUX CTaHAAPTIB MpodeciiiHOT AiSILHOCTI B YCTaHOBaX, Ha
BUPOOHUIITBAX, OpTraHizalisax raiysi/chepu (BIAMOBIIHO 10 CIIeiami3alii).

ITP 07. AHanmizyBaTu Ta OILIHIOBATH PU3UKH, TPoOIeMH y MpodeciiiHIl MIsIIbHOCTI
1 oOupatu e(eKTUBHI NUIAXH X BUPIIICHHS.

[1P 14. BonoaiTn HaBUYKaMu CTUMYJIIOBAHHS Mi3HABAJILHOTO 1HTEPECY, MOTUBALII]
70 HaBYaHHS, MPOQECIfHOTO CaMOBM3HAYEHHS Ta CAMOPO3BUTKY 3700yBauiB
OCBITH.

I[P 17. BukoHyBaTH pO3paxyHKH, IO BIJIHOCATbCA 10 cdepu mnpodeciitHoi
TISUTBHOCTI.

[1P 18. Po3p’s3yBaTu THUMOBI CIEIlali30BaHl 3ajadyi, MOB’s3aHl 3 BUOOPOM
MarepiaiaiB, BUKOHAHHSM  HEOOXITHUX  pO3pPaxyHKIB,  KOHCTPYIOBaHHSM,
MPOEKTYBAHHSAM TEXHIYHUX OO0’€KTIB y MpeaMeTHIM ramy3i (BIAMOBIAHO [0
crieriams3artii).

[IP 26. 3natu oOCHOBHM 3amoOiraHHs KOPYMIIii, CYCHIJIbHOI Ta akKaJIeMiuHOl
J100pOUYECHOCTI Ha P1BHI, HEOOX1AHOMY JUTsl (HOPMYBaHHS HETEPITUMOCTI O KOPYIIIi
Ta TPOSIBIB HEJIOOPOUECHOI IOBEIIHKUA cepejl 3400yBadiB OCBITH Ta BMITH
3aCTOCOBYBATH 1X y Ipo(deciitHii AISUTBbHOCTI.

3. OO0csir OCBITHBOT0 KOMIIOHEHTA
3.1. Indopmauiiinuii 00cAr 0CBITHHOI0 KOMIIOHEHTA
3micToBuii MoayJib 1. Ba3oBi NOHATTS KOMII’OTEPHUX MEPeXK Ta
iHTepHeT TeXHOJIOrii

Tema 1. ba3oBi NOHATTA KOMII’IOTEPHUX MeEpex

[TonsaTTss KOMI'OTEpHOI Mepexi Ta 1i mnpusHaueHHs. Kiacudikaris
KOMIT FOTEPHUX MEpek 3a MaciiTadoM, TOMOJIOTIEID Ta CIOCOOOM MepelaBaHHs
naHux. OCHOBHI KOMIOHEHTH Mepexi. Tomosorii mepex (IuHa, 3ipKa, KUIbLE,
JIepeBO, KOMIpKOBa CTpykTypa). IIOHSTTS By3na, KaHally 3B’S3KY, MEpPEKEBHX
pecypciB. OCHOBHI NPUHIIMITA OPraHi3alii MepeXeBOi B3aEMOZII.

Tema 2. ba3oBi noHATTA B cucTeMi IHTepHeT-TEXHOI0TIH

[loustrs IutepHery Ta  #oro  crpykrypa. OCHOBHI  NpPUHLMUIHU
¢dyHkIioHyBaHHsL TioOanbHOiI Mepexi. CnyxOu Ta cepBicu InTepnery. Be0-
TeXHOJIOT1i Ta mpuHIHIHu podotu BeecBiTHhoi maBytuHu (WWW). [ToHATTS BeO-
cepBepa, BeO-kimieHTa, momMeHHUX iMeH, DNS. OcHoBHI mpoTtokoyim [HTEpHETY
(HTTP, HTTPS, FTP, SMTP).

Tema 3. ba3oBi Mepe:xeBi TeXHOJIOTiT

[IpuHuunu mnepenaBaHHS MJaHUX y KOMIT'IOTEPHUX Mepexax. Meroau
KOMYTaIlii (KOMyTarlisi KaHaJliB, IMAKEeTIB 1 OBIIOMJIEHB). TUMM KaHAJIB 3B’ SI3Ky Ta
cepeloBull nepenaBanus qanux. [I[potokonu oOMiHy nanuMu. MeToau JoCTyIy 110
MepexeBoro cepenoBuia. OCHOBH MEPEKEBUX CTAaHAAPTIB.

Tema 4. be3npoBigHi Mepexi



[lonsatrs Oe3mpoBimHUX Mepexk Ta ix ocobmuBocti. Crangaptu
oe3mposigHoro 3B’sa3ky (Wi-Fi, Bluetooth, LTE, 5G). Apxitekrypa 0e3npoBiIHUX
Mepex. Touku nocrymny Ta pexumu podbotu Wi-Fi mepex. [lepeBaru ta HemomiKu
0e3MpOoBIAHUX TEXHOJOT1. OCHOBU 3aXUCTy OE€3MPOBIAHIX MEPEK.

Tema 5. Jlokaabni Mepexi Ethernet

[Tpunnmnu po6otu TexHosorii Ethernet. Cranmaptu Ethernet. ®opmartu
kaapiB Ethernet. IlIBuakocTti mepenaBaHHs naHux. Tomosoris mepex Ethernet.
Metomu noctymy no cepenosuma (CSMA/CD). PosBurok TexHonoriii Fast
Ethernet, Gigabit Ethernet.

3micToBuii Moayab 2. Opraniszaunisi Ta ynpasJiHHS
KOMII’IOTEPHUMHU MepeKaMu

Tema 6. IIpucrpoi Ta 00/1aJHAHHA JTOKAJIBHUX MEpPex

OCHOBHI MeEpeXeBl MPUCTPOI: MEpEeXeBl aaanTepu, KOHUEHTPATOpH,
KOMYTaTOpH, MapuIipyTU3aTOpU, MOJIEMH, TOYKH aocTymy. [lpu3HaueHHs Ta
OPUHIMIN POOOTH MepekeBoro obnagHaHHS. [linKIIIOUeHHS Ta HalalITyBaHHS
MepeXeBUX MPUCTPOiB. B3aemois 00aqHaHHs y MEpekKeBii iHPPACTPYKTYpi.

Tema 7. 3aco0u KepyBaHHSI Ta NPUCTPOI

CucremMu aJMIHICTPYBaHHS KOMIT IOTEPHUX MeEpEX. 3acCO0M MOHITOPUHTY
mepexi. [lporoxkomu kepyBanHs wMepexero (SNMP). Meroaun kepyBaHHS
MepexXeBUMHU pecypcamu. HanamryBanHs MepexeBoro oonaaHanss. [HcTpyMeHTr
JIIarHOCTUKH Ta aHaI13y MEpPEkKEBOro Tpadiky.

Tema 8. Ctexk nporokouiB TCP/IP sixk ocHoBa mepe:xi InTepHer

Crpykrypa creky mnpotokoniB TCP/IP. PiBui moneni TCP/IP. OcHoBHi
npotokosm: [P, TCP, UDP, ICMP, ARP. Anpecariisi B mepexi Iutepuert. [Pv4 Ta
[Pv6. Ilpunuunu nepeaaBaHHs nakeTiB y mepexi. [lopiBasHHsS monenedt OSI ta
TCP/IP.

Tema 9. MapmpyTuszaunis y KOMII’FOTEPHHX Mepeskax

[TonsitTst MmapmpyTu3aiii. CtatuyHa Ta TMHaMiYHA MapiipyTu3aiis. Taomuiri
mapmipytu3zanii. OcHoBHI nporokonm wmapmpytuzamii  (RIP, OSPF, BGP).
[Tpuniunu Bubopy mapuipyty. Po6oTa MapuipyTu3aTopiB y MEpexi.

Tema 10. be3nexka KOMII’IOTEPHUX MePeK

OcHoBHI 3arpo3u Oe3meni KOMITIOTEPHUX Mepex. Meroam 3axucry
iHpopmarrii. MixwmepexeBi exkpanu (Firewall). Cucremu BUSIBIEHHS BTOPIHEHb
(IDS/IPS). Kpunrorpadgiuni METOIM 3aXUCTy JTaHUX. 3aXUCT MEPEKEBUX CEPBICIB
Ta mpotokoiB. [losmiTruka iHpopMaliitHOT Oe3nexu.

3.2. Posmogin y roguHax 3a (opMamu oprasisaunii 0CBIiTHbOro mpoiecy Ta
BHAaMM HABYAJBbHUX 3aHATH, IPOrPaMa OCBITHLOI0 KOMIIOHEHTA
3.2.1. Ouna (nenna) ¢popma
1) IIporpama OK

Ha3zBu 3micTOBMX MOIYJIiB i TeM KinekicTs rognn
PA30M b np ceM 126 c.p.
3M 1. ba3oBi NOHATTS KOMII’IOTEPHUX 60 20 - - 20 35
Mepe:K Ta iHTEePHET TeXHOJIOTIH




Tewma 1. ba3oBi MOHATTS KOMIT FOTEPHHUX 12 4 - - 4 7
Mepex
Tewma 2. ba3oBi MoHATTA B cucTteMi [HTepHET 12 4 - - 4 7
TEXHOJIOT1H
Tewma 3. ba3zoBi MepexeBi TEXHOJIOTT 12 4 - - 4 7
Tema 4. be3npoBiHI Mepexi 12 4 - - 4 7
Tewma 5. JlokansHi Mepexi Ethernet 12 4 - - 4 7

3M 2. Oprani3zanis Ta ynpasJiiHHS 60 20 - - 20 35

KOMII'OTEPHUMH MepexaMu
Tewma 6. [Ipuctpoi Ta o6magHaHHS 12 4 - - 4 7
JIOKAJIbHUX MEPEK
Tema 7. 3acobu KepyBaHHS Ta IPUCTPOT 12 4 - - 4 7
Tema 8. Ctex nporokoiiB TCP/IP sk 12 4 - - 4 7
ocHoBa mepexi Inrepuer TCP/IP
Tema 9. MapuipyTHu3aiiisi y KOMITFOTEPHUX 12 4 - - 4 7
Mepexax
Tema 10. be3neka KoM’ IOTEPHUX MEPEX 12 4 - - 4 7
KopoTkuii 3MicT MUTaHb TEMHU, 1110
BUHOCSTHCS] HA BUBYCHHS
Pazom 150 40 - - 40 70
2)  Temu Ta KOPOTKHI 3MICT JEKIIHHUX 3aHSTh
Ne Ha3Ba Temn KopoTtkuii 3MicT mnUTaHb TeMH, O BUHOCATHCA | KinbKicTh
3/m HA BUBYEHHS TOJUH
1 | Tema 1. ba3oBi nousatTs | [ToHATTS KOMIT FOTEpHOT MepeKi Ta 11 MpU3HAYESHHS. 4

KOMIT IOTEPHUX MEpPex

Knacudgikariis KOMII FOTEpHUX Mepex 3a
MaciTaboMm, TOMOJIOTI€0 Ta CIOCOOOM NepeaaBaHHs
naHux. OCHOBHI KOMIIOHEHTH Mepexi. Tomosorii
Mepex (IIMHA, 3ipKa, KUIbLE, IepeBO, KOMIpKOBa
cTpykTypa). IloHATTS By3na, KaHaly 3B’SI3KY,
MepexeBux  pecypciB.  OCHOBHI  NPUHIMIHU
oprasizariii MepexeBoi B3a€MOIii.

2 | Tema 2. ba3oBi moHATTA
B cuctemi [nTepHer
TEXHOJIOT1H

[Tonsarrs IntepHery Ta ioro crpykrypa. OCHOBHI
MPUHIMINA (DYHKIIOHYBaHHS TJ100aIbHOI MEpExi.
CayxOu Ta cepsicu IHTepHery. Beb-TexHouorii ta
npuHIunu podotu BeecBiTHboi maBytuan (WWW).
[Tonsatrss BeO-cepBepa, BeO-KIiEHTA, JAOMEHHUX
imeH, DNS. Ocnosni npotokonu Intepuery (HTTP,
HTTPS, FTP, SMTP).

3 | Tema 3. ba3zosi
MepeKeBi TEXHOIOT11

[IpyHUnnM nepenaBaHHA JaHUX Y KOMIT IOTEPHUX
Mepexax. MeToau KomyTallii (KOMyTallis KaHaliB,
MaKeTiB 1 MOBiOMJIEHB). TUNM KaHaTiB 3B’SI3Ky Ta
CEepeloBMIl IepenaBaHHs AaHux. [Iporokonn
oOMiHY JaHuMU. MeToau A0CTyNy A0 MEpEKeBOIro
cepenoBuinia. OCHOBH MEPEXEBUX CTaHIAPTIB.

4 | Tema 4. be3npoBinHi
Mepexi

[ToHsTTST GE3mMPOBITHUX MEpPEX Ta X OCOOIUBOCTI.
Cranpmaptu  OesmposimHoro  3B’s3ky  (Wi-Fi,
Bluetooth, LTE, 5G). ApxiTekrypa Oe3MpoBITHUX
Mmepex. Touku mocrymy ta pexxumu podotu Wi-Fi
Mepexx. IlepeBarm Ta HEAONIKM OE3MPOBITHUX
TeXHOJIOT1i. OCHOBU 3aXUCTy OE3MPOBITHUX MEPEXK.




5 | Tema 5. JlokanpHi [Tpunnumum pobotu TexHomorii Ethernet. Cranmaptu 4

mepexi Ethernet Ethernet. ®opmatu kanpiB Ethernet. IBuakocti
nepenaBanHsa JaHux. Tomosoris mepex Ethernet.
Metonu npoctyny no cepenouma (CSMA/CD).
Po3Butok Texnomoriii Fast Ethernet, Gigabit
Ethernet.

6 | Tema 6. IIpuctpoi Ta OCHOBHI MEpeXeBi MPUCTPOI: MEPEKEB1 aTanTepH, 4
00J1aJHaHHSA JIOKATbHUX | KOHIEHTPATOPHU, KOMYTaTOPH, MapIIpyTU3aTOPH,

Mepex MOJIEeMH, TOYKM joctymy. Ilpu3HadenHs Ta
OPUHIUIA  POOOTH  MEPEkKEBOro  O0JIaTHAHHS.
[ligknroueHHsT Ta  HaJalUTYBaHHS  MEpPEXEBHX
npucTpoiB. B3aemonis obnamHaHHS y MepexeBid
iH}pacTpyKTypi.

7 | Tema 7. 3acobu Cucremu agMiHICTpYBaHHSI KOMIT FOTEPHUX MEPEX. 4
KepyBaHHs Ta NpucTpoi | 3acobu  MOHITOpUHrY  Mepexi.  [Iporokomnu

kepyBanHs mepexero (SNMP). Metonu kepyBaHHs
MepexKEeBUMHU pecypcami. HanamryBanus
MEpPEKEBOTO o0najiHaHHSL. [HcTpymentu
JIarHOCTHKU Ta aHaJi3y MepexxeBoro Tpadiky.

8 | Tema 8. Crek Crpyxrypa crexy npotokoiiB TCP/IP. PiBui mogeni 4
npotokojiB TCP/IP sk | TCP/IP. OcnoBHi npotokomu: IP, TCP, UDP, ICMP,

OCHOBa MEpPEexi ARP. Anpecaris B mepexi Iatepuer. IPv4 ta IPvo6.
Iarepuer TCP/IP [lpyHnunu mnepegaBaHHS TAKETIB Y MEpExi.
[opiBustaas moaeneit OSI ta TCP/IP.

9 | Temao. [Tonsarts mapumpyrusanii. CTaTuyHa Ta AMHAMIYHA 4
Mapuipyruszauis y Mapupyruzauis. Tabnumi mapupyru3zanii. OCHOBHI
KOMII'FOTEPHUX npotokonmu Mapmpytusauii  (RIP, OSPF, BGP).
Mepexax [TpuHMnm BHOODY MapILIpyTy. Po6ora

MapUIpyTHU3aTOPIB Y MEPEXI.
10 | Tema 10. be3neka OcHoBHI 3arpo3u Oesmneri KOMII IOTEPHUX MEpEeK. 4
KOMIT IOTepPHUX Mepex | Mertoau 3axucty iHpopmarii. MixkMmepekeBi eKpaHH
(Firewall). Cucremu  BUSBIEHHS  BTOPTHEHb
(IDS/IPS). KpunTorpagidai METOA1 3aXUCTY IaHUX.
3aXUCT MEpPEKEBUX CEpBICIB Ta IPOTOKOIIB.
IToniTuka iHopMariiiHOi Oe3neKu.
Pazom 40
3) TeMu Ta KOPOTKUH 3MICT CEMIHAPCHKUX 3aHSTh
Ne Ha3Ba temn KopoTtkuii 3MicT NUTaHb TEMH, 10 Kinbkicrh
3/m BHHOCATHCS HA BUBYEHHS TOAMH
He nepeobaueno
Pazom
4) Temu Ta KOPOTKUIA 3MICT MPAKTUYHUX 3aHSThH
Ne Ha3Ba Temn Koporkuii 3MicT nMTaHb TEMHU, 11O KinbkicTh
3/m BHHOCATHCS HA BUBYEHHS TOANH

He nepeobaueno

Pa3zom




5)  Temu Ta KOPOTKHi 3MICT JaOOPATOPHUX 3aHATH
Ne Ha3Ba remn KopoTtkuii 3MicT NUTaHb TEMH, 10 BAUHOCATHCS KinpkicTh
3/m HA BUBYEHHS TOANH
1 |Tema 1. basosi | Opranizaiii JIOKQJILHUX MEPEK 4
IIOHATTS MepeskeBe HaJIAIITYBaHHA ONEPaLiiHOl CUCTEMHU 4
KOMIT FOTEPHHX Windows
MEPEK Posnoain agpecHoro mpoctopy IP 3acobamu 4
Tema 2. basosi | mackyBaHHs
MOHATTA B CHCTEMI | MapmpyTu3amis 4
[aTepHeT TexHoorii Hanamrysanus WiFi 4
Tema 3. bazosi
MEpEeKeB1 TEXHOJIOT11
Tema 4. be3nposinni
Mepexi
Tema 5. JlokanbHi
mepexi Ethernet
2 | Tema 6. [Ipuctpoi Ta | PoGora 3 poyrepamu 4
o0aHaHHA Bizyanbne ynpasninas KM 4
JIOKAJIbHUX MEPEIK Crex npotokoiuiB TCP/IP 4
Tema 7. 3acobu InTepHeT Ta Horo oprasizaris 4
KEpYBAHH: Ta IIpoTokonu nepenayi JaHUX 4
IPUCTPOT
Tema 8. Ctex
npotokoiniB TCP/IP
K OCHOBA MEpEx1
Inrepuer TCP/IP
Tema 9.
Mapmpyrusaris y
KOMII'FOTEPHUX
Mepexax
Tema 10. be3neka
KOMII FOTEPHUX
Mmepex Koporkuit
3MICT IUTaHb TEMH,
10 BUHOCSITHCS Ha
BUBYCHHS
Pazom 40
6)  Tewmu, M0 BUHOCSATHCSA HAa CAMOCTIWHE OMPAIIOBAHHS, 1X KOPOTKUN 3MICT
Ne Ha3Ba temn KopoTkuii 3mMicT nuTaHb TeMH, 110 Kinbkicrh
3/m BHHOCSITHCSI HA BUBYEHHS TOAMH
1 | Tema 1. ba3oBi nouATTs | IcTOpist PO3BUTKY KOMIT FOTEPHHUX MEPEK. 7
KOMIT FOTEPHUX MEpex OCHOBHI eTary eBOJIOLIT MEpPEeKEBUX
TexHoJoriH. [IoHATTS KiIi€HT-cepBepHOT Ta
OJIHOPAHTOBOI (peer-to-peer) apXiTeKTYpH.
CyuacHi TeHeHII11 pO3BUTKY KOMIT FOTEPHHUX
MEPEK.
2 | Tema 2. bazoBi moHsaTTst | IcTOpist CTBOpEHHS Ta pO3BUTKY [HTEpHETY. 7

B cuctemi [aTepHer
TEXHOJIOT1i

OcHoBHi ciyx6u [HTEepHETY (eneKTpoHHa
nomra, FTP, Telnet, WWW). ITonsiTTst

JOMCHHHX 30H Ta CUCTEMA JOMCHHUX IMEeH




DNS. OcHoBHI npuHIUIHN (YHKITIOHYBAHHS
BeO-pecypciB.
3 | Tema 3. ba3oBi MepexeBi | Tumnu cepeaoBHII NepeaaBaHHs JaHUX 7
TEXHOJIOT 11 (kpyueHa mapa, KoakciaJbHHii KaOelb,
ONTOBOJIOKOHHI JIiHiT). MeTou Ko yBaHHS
curHaiiB y Mepexxax. OCHOBHI MEpeKeBi
CTaHJAPTH Ta OpraHizallii craHaapTH3aIlii
(IEEE, ISO, ITU).
4 | Tema 4. be3npoBsiaHi Orsin cy9acHUX CTaHJIAPTIB OE3MPOBITHOTO 7
Mepexi 3B s13Ky. OCcOOIUBOCTI MOOY0BH MOOITEHUX
Mepex. [Ipobiemu nepenikos Ta cTabiIbHOCTI
CUTHaITy y O€3MpOBITHIX MEpeKax.
ITepcnexkTrBu po3BUTKY TexHOJOTIH Wi-Fi Ta
MoOipHOTO [HTEpHETY.
5 | Tema 5. JlokanbHi EBomnrontist crannaptiB Ethernet. [TopiBHSAHHS 7
mepexi Ethernet texHouoriit Fast Ethernet, Gigabit Ethernet Ta
10 Gigabit Ethernet. Oco0GnuBOCTI
Bukopuctanns Ethernet y kopnoparuBHux
MepeKax.
6 | Tema 6. [Tpuctpoi Ta Knacudikamis mepexeBoro o0yiagHaHHS. 7
obnamHaHHs JoKanbHUX | [TopiBHSAIBHUI aHaJIi3 KOHIICHTPATOPIB,
MepeK KOMYTaTOpiB Ta MapmpyTu3aTopiB. OCHOBHI
XapaKTePUCTHKU MEPEkKEeBUX aJanTepiB Ta
MOJIEMIB.
7 | Tema 7. 3acobu [Tporpamui 3acobu aaMiHICTpyBaHHS MEPEK. 7
KepyBaHHS Ta PUCTPoi | [HCTpyMEHTH MOHITOPHHTY MEPEKEBOTO
Tpadixy. OCHOBHI KOMaH/IU A1arHOCTHKH
Mepex (ping, traceroute, ipconfig, netstat).
8 | Tema 8. Crexk [Tpunnunu agpecauii y Mepexi InTepHer. 7
npotokoiiiB TCP/IP sk Macku nigmepex. [Tonstrss NAT ta DHCP.
ocHoBa Mepexi [nteprer | OcobnmBocTi nepexony Bif IPv4 o IPv6.
TCP/IP
9 | Tema 9. Mapupytuzauis | AnroputMu Mapupytu3sanii. Oco0auBocTi 7
y KOMIT'FOTEpPHUX po6otu nporokoniB RIP, OSPF ta BGP.
Mepexax [ToOynoBa MapuIpyTHUX TaOJIMLb Ta IX aHaII3.
10 | Tema 10. be3neka OCHOBHI THITH MEpPEXEBUX aTak. MeToau 7
KOMIT FOTEPHUX MEPEex 3aXHCTy MEPEKEBHUX CHCTEM. BUKopHCcTaHHS
VPN-texnosoriii. OcHoBU KpUnTorpadigHOro
3axucTy iH(popMallii y Mepexax.
Pa3zom 70
3.2.2. 3aouna ¢popma
1) IIporpama OK
Ha3zBu 3micTOBMX MOIYJIiB i TeM KinekicTs rognn
PA3OM b | np ceM 120 c.p.
3M 1. ba3oBi NOHATTS KOMITI’FOTEPHUX 75 3 - - 3 69
Mepe:K Ta IHTepHeT TeXHOJIorii
Tewma 1. ba3oBi MOHATTS KOMIT FOTEPHHUX 16 1 - - 1 14
Mepex
Tema 2. ba3oBi moHATTA B cucTeMi [HTepHeT 14 - - - - 14
TEXHOJIOT1H
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Tewma 3. ba3zoBi MepexeBi TEXHOJIOT1T 14 - - - - 14
Tema 4. be3npoBigHi Mepexi 16 1 - - 1 14
Tewma 5. JlokansHi Mepexi Ethernet 15 1 - - 1 13
3M 2. Oprani3zanis Ta ynpasJiiHHS 75 3 - - 3 69
KOMII’OTEPHUMH MepeKaMu
Tema 6. I[Ipuctpoi Ta obnagHaHHS 16 1 - - 1 14
JIOKAJIbHUX MEPEK
Tema 7. 3acoOu KepyBaHHsI Ta IPUCTPOI 14 - - - - 14
Tema 8. Ctex nporokoiniB TCP/IP sk 16 1 - - 1 14
ocHoBa mepexi [nrepaer TCP/IP
Tema 9. MapuipyTHu3aiiisi y KOMIT'FOTEpPHUX 14 - - - - 14
Mepexax
Tema 10. be3neka koM’ IOTEpHUX MEPEX 15 1 - - 1 13
Pa3zom 150 6 - - 6 138
2) TeMu Ta KOPOTKHUHM 3MICT JICKIIMHUX 3aHATh
Ne Ha3Ba Temn KopoTtkuii 3MicT NUTaHb TEeMH, 0 BUHOCATHLCA | KinbKicTh
3/m HA BUBYEHHS TOAMH
1 | Tema 1. ba3oBi moHsATTs | [TOHATTS KOMIT' FOTEPHOI MEpeXki Ta 11 MPU3HAYCHHS. 1
KoMIT toTepHuX Mepex | Kiacudikaris KOMII' FOTEpHUX Mepex 3a
MacIITaboM, TOMOJIOTI€0 Ta CHOCOOOM IepeiaBaHHs
naanx. OCHOBHI KOMITOHEHTH Mepexi. Tormosorii
Mepex (IIMHA, 3ipKa, KUIbIE, JEpeBO, KOMipKOBa
cTpykTypa). [loHATTS By3na, KaHally 3B SI3KY,
MepexeBux  pecypciB.  OCHOBHI  NIPUHIMIU
oprasi3zaiii MepexeBoi B3aeMO/IIi.
2 | Tema 4. be3npoBiaHi [TonATTs Ge3nMpPOBIAHUX MEPEX Ta iX OCOOIMBOCTI. 1
Mepexi Crangaptu  GesmposinHoro  3B’s3ky  (Wi-Fi,
Bluetooth, LTE, 5G). ApxitekTypa 0e3npoBiTHUX
Mepex. Touku noctymy Ta pexumu poooru Wi-Fi
Mepexx. [lepeBarn Ta Hemomiku Oe3MPOBITHUX
TeXHOJIOT11. OCHOBH 3aXMCTy O€3MPOBIAHIUX MEPEK.
3 | Tema 5. JlokaibHi [Tpuntunu po6otu TexHonorii Ethernet. Crannaptu 1
mepexi Ethernet Ethernet. ®opmaru kanpiB Ethernet. IlIBuaxocti
nepefaBaHHs JaHux. Tomosoris mepex Ethernet.
Meroan noctymy pao cepenosuma (CSMA/CD).
Po3Butok TexHonorii Fast Ethernet, Gigabit
Ethernet.
4 | Tema 6. IIpuctpoi Ta OCHOBHI MepexeBi MPUCTPOI: MEPEkKEBl amanTepu, 1
00JTaTHAHHS JIOKATBHUX | KOHIIEHTPATOPH, KOMYTaTOpPH, MapUIpyTHU3aTOPH,
Mepex MOJIEMH, TOYKHM joctymy. Ilpu3HadeHHs Ta
NPUHIUIHA  POOOTH  MEPEkKEBOro 00 THAHHS.
[ligkmroueHHsT Ta  HaJAIITYBaHHS  MEpPEXKEBHX
npucTpoiB. B3aemozis obnagHaHHS y MepexkeBii
1HPPACTPYKTYPI.
5 | Tema 8. Crex Crpykrypa creky npotokoniB TCP/IP. PiBui mozgeni 1

npotokoiiB TCP/IP sk
OCHOBA MEpEexKi
Iarepuer TCP/IP

TCP/IP. OcuogHni npotokomnu: IP, TCP, UDP, ICMP,
ARP. Anpecartis B mepexi [atepner. [IPv4 ta IPv6.
[Mpuniunu mnepenaBaHHS TMAKETIB Yy  MEpExi.
[Topisusanas moxeneit OSI Ta TCP/IP.
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6 | Tema 10. be3neka OcHOBHI 3arpo3u Oesmneri KOMIT IOTEPHUX MEpex. 1
KOMIT IOTepPHUX Mepex | Mertoau 3axucty iHpopmarii. MixkmepekeBi eKpaHH
(Firewall). Cuctemu  BUSBICGHHS  BTOPTHCHB
(IDS/TIPS). Kpuntorpadiyai METOAM 3aXUCTy TaHUX.
3aXUCT MEpPEeKEBHX CEpBICIB  Ta IMPOTOKOJIIB.
IMoniTuka iHdopMmariitHoi Oe3neku.
Pa3zom 6
3)  Temu Ta KOPOTKHUI 3MICT CEMIHAPCHKUX 3aHSTh
Ne Ha3Ba Temn Koporkuii 3MicT nMTaHb TEMHU, IO KinbkicTh
3/n BHHOCSTHCSI HA BUBYEHHS TOJAHH
He nepeobaueno
Pazom -
4) Temu Ta KOPOTKUI 3MICT MPAKTUYHHUX 3aHSTh
Ne Ha3Ba Temnu KopoTtkuii 3MicT NUTaHb TEMH, 10 KinbkicTh
3/m BHHOCATHCS HA BUBYEHHS TOAWH
He nepeobaueno
Pazom -
5)  Temu Ta KOPOTKHI 3MICT JIADOPATOPHUX 3AHSITh
Ne Hassa Tremu KopoTtkuii 3MicT NMTaHb TEMHU, 10 BHHOCATBLCS KisnbkicTn
3/m HA BUBYEHHS TOJAMH
1 |Tema 1. Basosi | Opranizaimii JOKaJTbHUX MEPEK 1
MTOHATTS Mepe:xeBe HaJalITyBaHHA ONepauiiHoi cucTeMu 1
KOMIT FOTEPHUX Windows
Mepex Posnonin agpecunoro mpocropy IP 3acobamu 1
Tema 4. BGSHpOBiJlHi MAaCKyBaHH:
Mepexi
Tema 5. JlokanbHi
mepexi Ethernet
2 | Tema 6. IIpuctpoi ta | Ctex npotokoniB TCP/IP 1
oOaHaHHA IHTepHeT Ta Horo opraHizaris 1
JIOKAJTbHUX MEPEXK [TpoTokonm nepenadi qaHUX 1
Tema 8. Ctex
npotokoiiB TCP/IP
SIK OCHOBa MEpEexki
Iarepuer TCP/IP
Tema 10. be3neka
KOMIT FOTEPHHX
Mepex
Pazom 6
6)  Temu, 10 BUHOCATHCS HA CAMOCTIMHE OIMPAIIOBAHHS, 1X KOPOTKUHN 3MICT
Ne Ha3zBa Temu KopoTtkuii 3MicT nUTaHb TEeMH, 10 BUHOCATHCHA | KinbKicTh
3/ HA BUBYCHHSA rOIUH
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1 | Tema 1. ba3zoBi mousatTss | IcTOpis pO3BUTKY KOMIT FOTEPHUX MEPEK. 14

KOMIT FOTEPHUX MEPEK OCHOBHI eTary eBOJIOIIIT MEPEKEBUX TEXHOJIOT1H.
[ToHATTS KJIE€HT-CEPBEPHOI Ta OJIHOPAHTOBOT
(peer-to-peer) apxiTektypu. Cy4yacHi TeHIEHIII1
PO3BUTKY KOMIT FOTEPHUX MEPEX.

2 | Tema 2. ba3zosi nousartss | IcTopist cTBOpeHHS Ta po3BUTKY [HTEpHETY. 14
B cucteMi [HTepHeT OcHoBHI ciyx0u [HTepHETY (eJIeKTpOHHA TOIITa,
TEXHOJIOT1i FTP, Telnet, WWW). ITOHATTS TOMEHHUX 30H Ta

cucrema noMeHHux imeH DNS. OcHoBHI
NPUHIUNH (QYHKIIIOHYBaHHS BeO-pecypciB.

3 | Tema 3. ba3oBi MepexeBi | Turnu cepeaoBuIl NepeaaBaHHs JaHUX (KpydeHa 14
TEXHOJIOT11 napa, KoakciaabHHUI Kabeb, ONTOBOJIOKOHHI

niHii). MeToau KolyBaHHS CUTHAJIIB Y MEpekKax.
OCHOBHI MepexeBi CTaHJAPTH Ta OpraHizarii
cragaaptusanii (IEEE, ISO, ITU).

4 | Tema 4. be3nposinHi Ornsit cydacHUX CTaHAAPTIB OE3MPOBIAHOTO 14
Mepexi 3B’s13Ky. OcoOIUBOCTI MOOY0BH MOOITEHUX

Mmepex. [Ipobremu mepentkoa Ta cTabiIbHOCTI
curHaiy y 0e3npoBigHuX Mepexax. [lepcrnexTuBu
po3BuTKY TexHojorid Wi-Fi Ta MoGiIbHOTO
InTepHery.

5 | Tema 5. JlokanbHi EBomroris cranmapris Ethernet. [TopiBHsHHS 13
mepexi Ethernet texHouorii Fast Ethernet, Gigabit Ethernet Ta 10

Gigabit Ethernet. Oco61uBOCTI BUKOPUCTAHHS
Ethernet y kopriopaTUBHUX MepeKax.

6 | Tema 6. [Ipuctpoi ta Kinacudikairist mepeskeBoro o0aiHaHHS. 14
oOnagHaHHA NokanbHUX | [lopiBHAIBHUI aHAJI3 KOHLIEHTPATOPIB,

Mepex KOMYTaTOpiB Ta MapupyTu3aropis. OCHOBHI
XapaKTepUCTUKH MEPEXKEBHUX a/lalTepiB Ta
MOJIEMIB.

7 | Tema 7. 3acobu [TporpamHi 3aco0u agMiHICTpYBaHHS MEPEXK. 14

KepyBaHHsI Ta IPUCTPOi | [HCTPYMEHTH MOHITOPUHTY MEPEKEBOTO TpadiKy.
OCHOBHI KOMaH/IM J1IaTHOCTUKU Mepex (ping,
traceroute, ipconfig, netstat).

8 | Tema 8. Crek [Tpunuunu agpecanii y Mmepexi [Hrepuet. Macku 14
npotokoiiiB TCP/IP sk nigmepex. [Tonstrs NAT ta DHCP. Oco6nuBocTi
ocHoBa Mepexi [nTepHer | nmepexony Bia IPv4 no IPv6.

TCP/IP

9 | Tema 9. Mapupyruzauis | AnroputMu Mapuipyrtu3saiii. Oco0auBocTi podoTu 14
y KOMIT'FOTEpPHUX npotokouiB RIP, OSPF ta BGP. [1oOynoBa
Mepexax MapIIPYTHUX TAOJIMIb Ta IX aHaII3.

10 | Tema 10. be3neka OCHOBHI THITH MEpPEXEBUX aTaK. MeToIu 3aXUCTy 13
KOMIT FOTEPHHUX MEPEXK MepeKeBUX cucteM. Bukopucranusa VPN-

TeXHOJIOT1H. OCHOBH KPUNTOTPpa(iuHOTO 3aXUCTY
iH(hopMalii y Mepexax.
Pa3zom 138
4. @opMH Ta METOAU BUKJIAJTAHHS, HABYAHHA il OL[iIHIOBAHHS
4.1. dopmMu Ta METOAM BUKIAJAHHS, HABYAHHS: CJIOBECHI METOIM: JICKIIi,
MOSICHEHHS; HAOYHI METOJU: TPE3CHTAIlis, JIEMOHCTPYBaHHS MEPEKEBOTO

oOnagHaHHs, MPOTPaMHUX 3ac00iB 1 IUPPOBUX pecypciB; TaOOPATOpHI 3aHATTS:
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HAJNAIITYBAHHA KOMITI'IOTEPHUX MEpexk, pol0oTa 3 MEpPEeKEBUMHU CepBicaMu,
BUKOHAHHS 3aBJaHb 13 BHUKOPUCTAHHSIM IHTEPHET-TEXHOJIOTIH, TPOOIeMHO-
MIOIITYKOBI METOIM; TUCTaHIlIIfHE HABUYAHHS 3 BUKOPUCTAaHHAM cuctemu Moodle.
4.2. dopmu Ta METOIW MOTOYHOTO KOHTPOJIO: IHAWBIMyadbHE Ta (pOHTAIBHE
OTMMUTYBaHHS; TECTYBaHHS, BUKOHAHHS JJA0OpAaTOPHUX POOIT; aHaAJI3 1 caMOaHali3
pe3yJbTaTiB BUKOHAHMX 3aBllaHb; 3aXHUCT JIaOOpPaTOPHHUX pOOIT; MOIYJIBHUH 1
iICYMKOBHI KOHTPOJIb 3HaHb Ta YMiHb.

4.3. dopmu Ta METOIH MiICYMKOBOTO KOHTPOJIIO: €K3aMEH.

S. 3aco0u KiarHOCTHKM pe3yJIbTATIB HABYAHHSA
3aco0u OIlIHIOBAaHHS Ta METOAM JEMOHCTPYBAaHHSA Pe3ybTaTiB HABYAHHS:

- €K3aMEH;

- TECTOBI 3aBJaHH;

- pedepaty;

Mpe3eHTaIlli pe3yIbTaTiB BUKOHAHUX 3aBJaHb Ta JOCII)KEHb.

6. Po3noain 6auiB, AKi 0OTPUMYIOTH 3100yBayvi BUIIOI OCBITH
6.1. Illkama omintoBanHs 3 OK y 0amax 3a BCl BHAM HaBYAJIBHOI JiSTIBHOCTI
(mkamna IHCTUTYTY), sIKa mepeBOaUThCA B OLIHKY 3a mkanow ECTS Ta y
YOTUPUOATbHY HAIlIOHAIBHY (JAepKaBHY) IIKATY:

Cywma OauiB 3a OmuiHka 3a HIKaNoko O1niHKa 3a HalllOHAJIHOO IIKAJIOK
LIKAJIO0 ECTS Ex3amen JudepenuiioBanuii
[acturyty 3aJTIK
90-100 A (BiAMIHHO) BinminHo 3apaxoBaHo 3
OLIIHKOIO «BIIMIHHOY

82-89 B (myxe nobpe) Ho6pe 3apaxoBaHoO 3

75-81 C (nobpe) OLIIHKOIO «100pe»

65-74 D (3am0BinpHO) 3a/10BITHHO 3apaxoBaHo 3

60-64 E (mocratHbo) OLIIHKOO
«3a/I0BITTBHOY

35-59 FX (ne3amoBisibHO 3 He3angoBinpHO He 3apaxoBano

MOYJIMBICTIO IOBTOPHOTO
CKJIQJIaHH)
1-34 F (ne3anoBinbHO 3

000B’A3KOBUM
MTOBTOPHUM KYpPCOM)

6.2. Posmopmin BaroBux Koe(DIIMi€eHTIB 3a 3MICTOBUMH MOJYJISIMH OIlIHIOBaHHS
CKJIQJIOBUX TIMOTOYHOTO Ta TIJCYMKOBOTO KOHTPOJIIO pEe3yJbTaTiB HaBYAIBHOT
JSTEHOCTI 3100yBadiB Buioi ocBith 3 BuBUeHHS OK «Komm’roTepHi Mepexi Ta
IHTEPHET TEXHOJIOT11»:

6.2.1. Posmozin BaroBux KoeQili€HTIB sl €k3aMeHy (sl JeHHOI ¢opMmu
HaBYaHHS):

Ex3amen:
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3micToBuit Mmoaynb No 2
Peittunrosa Peiitunrosa
3micToBuii MoyIb Nel (Hm?yMKOBVa) OuiHKa 32 Ex3amen (Hiz.[CyMKOBa)
3MICTOBUI MOJYJIb 2, ouinka 3 OK
BPaxOBYHOYH MOTOYHE (100 GamniB)
ONMTYBAHHS)
20 % 40 % 40 % 100
T1 | | T6 7 | ... | TI0

6.2.2. Posmozgin BaroBux KoeQili€HTIB a7 ek3aMeHy (ans 3aouyHoi (dopmu

HaBYaHHS):
Ex3amen:

3MiCTOBUN MOJYJIb PeliTunrosa

MKP Tta nmincyMKkoBa oIiHKa 3a 3MiCTOBHI MOMYITb, (macymMKoBa)

BpPaxOBYIOUH OI[IHKY 32 3aXHCT HABYAJILHOTO MaTepiaiy, 110 Ex3amen ominka 3 OK

BHHOCHUTBHCS Ha CAMOCTIMHE BUBUCHHS (100 6autiB)

60 % 40 % 100
TT | 1™ | T3 | T4 | ... | TI0
7. Kpurepii oiHlOBaHHA CKJIAJIOBUX MOTOYHOI0 KOHTPOJIKO

HABYAJbHOI JiSJIbHOCTI 3100yBaya BHIIOI OCBIiTH

7.1. KoMIETeHTHOCT! (3HaHHSA, YMIHHS Ta HAaBUYKH), IPOJEMOHCTPOBAHI Ha
HaBYAJIbHUX 3aHATTAX (BPAaXOBYIOUM 3HAHHA 3 TE€M, 1110 BUHOCATHCS HA CAMOCTINHE
onpailroBaHHs) OIiHI0I0THCS 32 100-0aIbHOI0 CUCTEMOIO.

Ouninka B
0ajax
(3a 100-
0aJIbHOI0
IKAJI010) 32
BCi BUAH
HaBYaJIbHOI
TiSITTBHOCTI

KpwuTepii oniHioBaHHA

98-100

3100yBay Ma€e CUCTEMHI, A1€B1 3HAHHS, BUSBJIsIE HEOPAUHAPHI TBOPY1 3/110HOCTI
y HaBYaIbHIA MiSJIBHOCTI; BUKOPUCTOBYE IIUPOKUH apceHasl 3aco0iB Uis
OOrpyHTYBaHHS Ta JIOBEICHHS CBO€I IYMKH; PO3B’SI3y€ CKIIaJHI MpPOOJIEMHI
3aBJIaHHS; CXWJIBHUH J0 CHUCTEMHO-HAayKOBOT'O aHaji3y Ta MPOTHO3Y SBUIL;
yMi€ CTaBUTH 1 PO3B’SA3yBaTh MpoOJeMH, CaMOCTIHHO 3700yBatu 1
BUKOPUCTOBYBATH iH(opMaIlito; 3aiMaeTbcsi HAyKOBO-JIOCITIIHOK POOOTOIO;
JIOT1YHO Ta TBOPYO BUKJIAJa€ MaTepiai B YCHIM Ta MMCbMOBIN (OpMi; pO3BUBAE
CBO{ 311I0HOCTI ¥ HaXWJIM; BUKOPUCTOBYE PI3HOMaHITHI JuKepena iH(opmarlii;
MOJIEITIOE CUTYaIlii B HECTAHAAPTHUX YMOBaX.

94-97

JOTIOMOTOI0  BUKJIaJlaya MiJATOTYBaTH BHCTYN Ha CTYIEHTCbKY HayKOBY

3n00yBau Bomojie y3aranpHeHMMH 3HaHHsAMH 3 OK, aprymeHtroBaHO
BUKOPUCTOBYE iX y HECTaHIAPTHUX CHUTYaIlisiX; BMi€ 3HAXOJUTH JDKepera
iHpopmanii Ta aHami3yBaTH iX, CTaBUTH 1 pO3B’SA3yBaTH MpOOIEMH,
3aCTOCOBYBATH BUBYEHHI MaTepiaj Ui BIIaCHUX apryMEHTOBAHUX CYIDKEHb Y
NPaKTUYHIA JiSTIBHOCTI (IUCIYTH, KpPYIJIl CTOJNM TOINO); CIIPOMOXKHHUM 3a

KOH(EpEeHIIi0; CaMOCTIHHO BHBYMTH MaTepiaj; BUSHAYUTU MPOTrpamy CBOEi
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Mi3HaBaJIBHOI MISUTBHOCTI; OI[IHIOBAaTH PI3HOMAaHITHI SBUINA, TIPOIIECH; 3aiiMae
AKTUBHY JKUTTEBY MO3ULIIO.

90-93

3100yBa4 BOJOMI€ TIMOOKMMH 1 MIIIHUMH 3HAHHSMH Ta BUKOPHUCTOBYE iX Y
HECTAaHAAPTHUX CUTYaIlisfX; MOKe BHU3HAYaTH TEHACHLII Ta CyNepeyHOCTI
PI3HMX TIpOIIECiB; POOUTH apryMEHTOBaHI BHCHOBKH, IPAKTUYHO OIIHIOE
Ccy4acHi TeHAeHLIi, (akTu, SBUIIA, MPOIECH; CAMOCTIHHO BHU3HAYAE METY
BJIACHOT JISITBHOCTI; PO3B’S3y€ TBOPYI 3aBIaHHS, MOXKE CIHPUHAMATH 1HIIY
NO3MIII0 SK albTepHATUBHY; 3Hae cymikHI OK; BUKOPHUCTOBYe 3HaHHA,
aHaAJTI3YI0UHU Pi3HI SIBUIIA, POIECH.

86-89

3100yBay BiJIbHO BOJIOJi€ BUBYCHUM MaTepiaioM, 3aCTOCOBYE 3HAHHS Y JICIO
3MIHEHUX CHTYyalliiX, BMI€ aHaJI3yBaTH 1 CHCTeMaTH3yBaTd iHQoOpMaIlifo,
pOOHTH aHANITHYHI BUCHOBKH, BHKOPHCTOBYE 3arajbHOBIIOMI JIOKa3u y
BJIACHIA apryMeHTallii; YiTKO TJIyMayuTh TMOHSATTS, KaTreropii, HOpMaTHBHI
JOKYMEHTH; (POPMYITIOE 3aKOHH; MOKE€ CAMOCTIIHO OTpaIibOByBaTH MaTepia,
BHUKOHYE MTPOCTI TBOPYI 3aBAaHHs; Ma€ chOPMOBaH1 THUIIOBI HABUYKH.

81-85

3nanHs 3100yBaya JOCUTH NIOBHI, BiH BUIBHO 3aCTOCOBYE BUBUCHUI MaTepia
y CTaHJApTHUX CHUTYyallifX; BMi€ aHaNi3yBaTH, POOUTH BHUCHOBKH; BIIOBiJb
MOBHA, JIOTIYHA, OOTPYHTOBaHA, OJHAK 3 OKPEMHMH HETOYHOCTSIMH, BMi€
CaMOCTIHHO MpaIloBaTH, MOXKE MIArOTyBaTHU pedepar 1 oOrpyHTYyBaTH HOTo
TIOJIO’KCHHSL.

75-80

3n100yBady MpaBUIBHO 1 JIOTIYHO BIATBOPIOE HABUAIBHHUI MaTepiai, onepye
0a30BUMH TEOPISIMH 1 (paKTaMH, BCTAHOBIIIOE MPHYNHHO-HACIIIKOBI 3B’ SI3KH
MK HUMH; BMI€ HABOJUTH TPHKJIAAM HA IIATBEP/DKECHHS TEBHUX IyMOK,
3aCTOCOBYBAaTH TEOPETUYHI 3HAHHS y CTAHJAPTHUX CUTYAIlISAX; 32 JOIMIOMOTOO
BUKIIaJlaua MOXE CKJIAaCTU TIaH pedepary, BHUKOHATH HOro 1 MpaBUIBHO
O(pOPMUTH; CAMOCTIHHO KOPHUCTYBATHCS JTOJTATKOBUMH  JDKEpEIaMHu;
MPAaBHJILHO BUKOPHUCTOBYBATH TEPMIHOJIOTIIO; CKIACTH TabIUIll, CXEMHU.

70-74

3n00yBad po3yMi€ OCHOBHI TIOJIOKEHHS HABUaJbHOTO Martepially, MOXKe
MOBEPXHEBO aHaJI3yBaTH MOJ1i, CUTYyallii, poOUTh MEeBHI BUCHOBKH; B1JIIOBI/Ib
MOKe OyTHM NpaBWIBHOI, NPOTE HEIOCTATHHO OCMHUCIEHOIO; CaMOCTIHHO
BIJITBOPIOE OUIBIIY YaCTHHY MaTepiajiy; BMi€ 3aCTOCOBYBAaTH 3HAHHS IIiJ 4ac
PO3B’sI3yBaHHS PO3PAaXyHKOBHX 3aBJIaHb 3a AJITOPUTMOM, KOPUCTYBATHCS
JTIOJJATKOBUMHU JIXKEpeJIaMHu.

65-69

3n00yBau po3ymie cytHicTh OK, MOXe aTh BU3HAYEHHS MOHSTH, KaTEropin
(omgHaK 3 OKpEeMHMH TOMHIKAMH); BMI€ TMpalIOBaTH 3 MiAPYYHUKOM,
CaMOCTIHHO ONPallbOBYBaTH YaCTHHY HaBYaJIbHOTO MaTepialy; pOOUTh MPOCTI
PO3paxyHKH 3a aJITOPUTMOM, ajie OKpeMi BUCHOBKH HE JIOT14Hi, HE MMOCIIiIOBHI.

60-64

3100yBay BOJIOJII€ MOYATKOBUMHM 3HAHHSIMH, 3[JaTHUN MPOBECTU 32 3pPa3KOM
pPO3paxyHKH; OpPIEHTYETbCS Yy TOHATTAX, BHU3HAUEHHSX; CaMOCTiiHe
OTpAIIOBAHHS HABYAJIILHOTO MaTepiany BUKIMKA€E 3HAYH1 TPYIHOIIL.

50-59

3n00yBay HaMara€ThCsi aHali3yBaTH Ha OCHOBI €JIEMEHTAapHUX 3HaHb 1
HaBUUOK; BUSBIISIE OKPEMI BIIACTHUBOCTI; pOOUTH CIIpOOM BUKOHAHHS BIIPAaB, iH
PENPOIYKTUBHOTO XapaKTepy; 3a TOTOMOTO BHKJAJadya POOUTH MPOCTI
PO3paxyHKH 32 TOTOBUM aJITOPUTMOM.

35-49

3m00yBad MaJl0 VCBIIOMJIFO€E METY HaBYaJbHO-III3HABAIBLHOI HISIIBHOCTI

2
pobuTh crnpoOy 3HANTH crmocoOH i, pO3MOBICTH CyTh 3a/JaHOTO, MPOTE
BIJINOB1/Ia€ JIMINIE 3a JIOTIOMOTOI0 BHKJIajgada Ha PiBHI ,,TaK’ 4Yd ,,HI~; MOXKE
CaMOCTIMHO 3HAWTH B MiJPYYHUKY BiIIOBI/Ib.

1-34

3n00yBa4 BOJIOJIE HABYAJIBHMM MaTepiaJioM Ha PiBHI 3aCBOEHHS OKPEMHUX
TepMiHiB, ()akTiB Oe3 3B’SI3Ky MK HHMH: BIJNOBIJA€ Ha 3alHUTaHHS, SKi
noTpeOyIOTh BIJIOBII ,,TaK” 9 ,,Hi".
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7.2. Oui"OBaHHA 1HIMBITyaTbHOTO HAaBYAJIILHO-IOCII1JHOTO 3aBIaHH
3a1ACHIOETECH 3a 100-0aIbHOI0 CHCTEMOIO.

7.3. OrniHIOBaHHS MOJYJIbBHUX KOHTPOJIBHUX POOIT 3/11HCHIOEThCS 3a 100-0ambHO010
CHUCTEMOIO.

7.4. OI1iHIOBaHHS HaBYaJbLHOI'O MaTepialy, IO BUHOCHUTHCS Ha CaMOCTiHHE
BUBYECHHS JIJI 3100yBaviB BUILIOI OCBITH 3a049HOI ()OPMU HaBYAHHS 3J1HMCHIOETHCS
3a 100-0aIbHOIO CHCTEMOIO.

7.5. OmiHtoBaHHS ek3aMeHy 3aiicHIOeThes 3a 100-0a1pHO0 CUCTEMOTO.

8. IncTpymenTn, 06/1aJHAHHSA, MPOrPaMHe, MeTOAUYHE 3a0e3MeYeHHs
OCBITHBOI'0 KOMIIOHEHTA
PoGoua nporpama (po3riisiHyTa Ta CXBaJieHa Ha 3acijjaHHi kadenpu). [lnanu 3aHsTh,
KOHCHEKT Jekiii. Ilepenmik OCHOBHOI Ta A0JAaTKoBOI JjiTepaTypu. Komrieke
KOHTPOJILHUX pPOOIT i BU3HAYCHHs 3anuinkoBux 3HaHb 3 OK, 3aBmganp s
MOJAYJIbHUX KOHTPOJIbHUX pOOIT. MeToaruHI PO3pOOKHU AJi MTPOBEACHHS OKPEMUX
3aHSTh.

9. IepeJik ek3amenauiiiHux nuranb 3 OK
«KoMm’rorepHi mepe:xi Ta iHTEpHET TEXHOJIOTi»

ba30Bi NOHATTS KOMII’IOTEPHUX MepPex

1. JlaifTe BUSHAUEHHS KOMIT IOTEPHOI MEPEKI.
Sxi ocHOBHI (DYHKIIIT KOMIT FOTEPHUX MEPEXK?
Krnacudikariis KoM’ FOTEpHUX MEPEX 3a MACIITadOM.
Krnacudikariis Mepex 3a TOMOJOTIEL0.
OCHOBHI KOMITOHEHTH KOMII IOTEPHOI MEPEXKI.
Tomomnoris «uHaY: TPUHIUIT POOOTH Ta OCOOIUBOCTI.
Tomonorisa «3ipka»: XapakTEPUCTUKA Ta 3aCTOCYBaHHS.
TomnoJiorist «KUIbIE»: 0OCOOIMBOCTI Mepeaayl JaHuX.
. IlopiBHSHHSI TOTIOJIOTI# KOMTI }OTepHI/IX MEPEK.

10 ApXITEKTypa KIIIEHT-CEPBEP Y KOMIT FOTEPHUX MEPEKAX.
InTepHeT-TeXHOJIOTIT

11.ITonsarrs [HTEepHETY Ta HOTO CTPYKTYpa.

12.0OcHoBHI cityx0u [HTEpHETY.

13.IIpuniunu po6otu BeecBiTHbO1 TaByTuH (WWW).

14 .Ilpu3zHauenns ta npuHIUn podotr DNS.

15.T1oHATTSI TOMEHHOTO IMEH1 Ta HOTO CTPYKTYpa.

16.0OcHoBHI npoTokonu [HTEpHETY.

17 ITpunuun poOoTH BEO-CepBEPIB.

18.ITonsatTsa BeO-KkiieHTa Ta Opaysepa.

19.1Tpotoxonu HTTP ta HTTPS.

20.0OcHoBHi cepBicu [HTepHeTy.
ba3oBi mepe:keBi TexHOIOTII

21.Metonu nepegaBaHHs TaHUX y MEPEKaX.

22.KoMyTaliisi KaHaJIiB: IPUHIIAI POOOTH.

23.KoMyTaliisi makeTiB y Mepexax.

N N o
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24 KomyTatiisi MOBiJOMJICHb.

25.Metoau A0CTYMy O MEPEKEBOI0 CEPEAOBHUIIIA.

26.OCHOBHI TUIH KaHAJIB 3B’SI3KY.

27.Tunu cepeOBUII NepeAaBaHHs JaHUX.

28.OCHOBHI CTaHIAPTH KOMIT IOTEPHUX MEPEK.

29.0pranizariii cTangapTU3allii MepeKeBUX TEXHOJIOTIH.

30.OcHOBHI XapaKTepUCTUKU KaHAIIB TMepeadl JaHHX.
besnpoBinHi Mmepexi

31.IToHATTS GE3MPOBITHUX MEPEX.

32.0OcHoBHi crangaptu Wi-Fi.

33.IIpunumn po6oTu 6€3MPOBITHUX MEPEK.

34.Apxitextypa Wi-Fi Mmepex.

35.11ousarta Touku gocryny (Access Point).

36.Pexxumu poboTH 0€3MPOBITHUX MEPEK.

37.IlepeBaru 6€3MPOBIAHIX MEPEK.

38.Hemoniku 6€3mpoBIAHUX MEPEK.

39.Texunomnoris Bluetooth Ta ii 3acrocyBanHs.

40.0OcHOBHM 3axUCTy OE3MPOBITHUX MEPEK.
JlokanbHi Mmepe:xi Ethernet

41.0cHoBu Texnouorii Ethernet.

42.Crangaptu Ethernet.

43.Dopwmart kanpy Ethernet.

44 Meton noctynty CSMA/CD.

45.0co0nuBocTi Fast Ethernet.

46.0co6nuBocTi Gigabit Ethernet.

47.Po3Butok texHouorii Ethernet.

48.1lepeBaru Bukopuctanns Ethernet.

49.0cHoBHi xapaktepuctuku Ethernet-mepex.

50.Bukopucranns Ethernet y nokanbHUX Mepexax.
IIpucTpoi Ta 00/1aHAHHS JIOKAJTBHUX MEPEeK

51.1Ipu3HadeHHs] MEPEKEBUX aJaNTePiB.

52.0OCHOBHI XapaKTEPUCTUKUA MEPEKEBUX a1l TEPiB.

53.Konmnentparopu (Hub) ta mpunmun ix podoTu.

54 . Komyraropu (Switch) Ta ix QyHKIi.

55.Mapmipytuzatopu (Router) Ta ix npu3zHaueHHs.

56.Monemu Ta iX posib y MEpeKax.

57.Touku goctyny Ta ix QyHKIII.

58.I1opiBHAHHS KOMYTaTOPiB 1 KOHIEHTPATOPIB.

59.0CHOBHI TUIH MEPEKEBOT0 00IaTHAHHS.

60.B3aeMoist MepekeBUX MPUCTPOIB Y JTOKAIBHIN MEPEKI.
3aco0u kepyBaHHSI MepeKaMu

61.0cHOBH aMIHICTPYBaHHS KOMIT IOTEPHUX MEPEK.

62.CucteMu MOHITOPUHTY MEPEXKI.

63.1IpoTokos SNMP Ta iioro npu3HayeHHS.

64.3acobu aHai3y MEpeXeBOro Tpadiky.
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65.0OCHOBHI KOMaH/I! 11arHOCTUKH MEPEK.

66.KomMana ping ta i mpu3HauYCHHS.

67.Komanna traceroute.

68.Komanna ipconfig.

69.Komanna netstat.

70.IHCcTpyMEHTH yIIpaBIiHHS MEPEKEBOIO 1HHPACTPYKTYPOIO.
Crek nporoxoais TCP/IP

71.Ionstra creky npotokoiniB TCP/IP.

72.PiBui moxeni TCP/IP.

73.Ilopiasanst moaeneit OSI ra TCP/IP.

74 .ITporoxon IP ta iioro ¢pyHKIIii.

75.1Ipotokon TCP.

76.1Ipotokon UDP.

77 .IIpotokon ICMP.

78.IIpoTokon ARP.

79.1Pv4 Ta ioro cTpykTypa.

80.IPv6 Ta iioro 0coOIUBOCTI.
MapmpyTusanis

81.[1oHsATTS MapuIpyTH3aLlii.

82.0OcHOBHI (PYHKIIIT MapIIpyTH3aTOPA.

83.Tabnu1i MapuIpyTH3aIlii.

84.CratnuHa MappyTH3aLisl.

85.luHamiyHa MapLIpyTHU3aLis.

86.ANTOpUTMHU MapIIPyTH3ALLi.

87.1Tpotokon RIP.

88.1TpoTokon OSPF.

89.1Tpotokon BGP.

90.Bubip onTUManbHOTO MapIIPyTy B MEPEKI.
Bbe3nexa KOMII’OTEPHUX Mepex

91.0OcHOBHI 3arpo3u KOMIT FOTEPHUM MEpexKaMm.

92.0OCHOBHI BUIM MEPEIKEBUX aTaK.

93.Mixmepexesi ekpanu (Firewall).

94.Cuctemu BUsIBJIEHHS BTOprHeHb [DS.

95.Cucrtemu 3anobirants BTopraHeHHsM [PS.

96.0cHOBH KpUNITOrPAPIYHOTO 3aXUCTY JAHUX.

97.VPN-texHonortii.

98.3axucT MepexeBUX IPOTOKOIIB.

99.1ToniTuka iHPOpMaIIHHOT OE3MEKH.

100. CyuacHi MeToau 3a0e3reyueHHs1 Oe3MeKH KOMIT IOTEPHUX MEPEXK.

10. PexomennoBaHi qxepena ingopmamii
10.1. HopmaTuBHO-nipaBoBa 6a3a
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IX. URL: https://zakon.rada.gov.ua/laws/show/2811-20#Text
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